Association for Information Systems

AIS Electronic Library (AISeL)
ICEB 2009 Proceedings

International Conference on Electronic Business
(ICEB)

Winter 12-4-2009

Sharing Competitive Intelligence, Securing Company Knowledge –
A Framework
Ilona Ilvonen
Vilma Vuori

Follow this and additional works at: https://aisel.aisnet.org/iceb2009
This material is brought to you by the International Conference on Electronic Business (ICEB) at AIS Electronic
Library (AISeL). It has been accepted for inclusion in ICEB 2009 Proceedings by an authorized administrator of AIS
Electronic Library (AISeL). For more information, please contact elibrary@aisnet.org.

SHARING COMPETITIVE INTELLIGENCE, SECURING COMPANY
KNOWLEDGE – A FRAMEWORK
Ilona Ilvonen1 and Vilma Vuori2
Department of Business Information Management and Logistics
Tampere University of Technology, Finland
1
ilona.ilvonen@tut.fi; 2vilma.vuori@tut.fi
Abstract
This paper discusses the recognition of critical
knowledge residing in companies. Company
employees are important sources of competitive
knowledge. At the same time the employees have a
key role in securing critical knowledge in the
company. A framework for recognizing critical
knowledge is presented to work for both
competitive intelligence and knowledge security
perspectives. Employee awareness is essential to
both of these perspectives, and the framework is
intended to be used in building this awareness.
Keywords: Competitive Intelligence, Competitive
Knowledge, Knowledge Security, Knowledge
Sharing

Introduction
Competitive intelligence is a process that provides
decision-makers with actionable information about
what is happening in a company’s business
environment. Understanding and anticipating
competitors’ actions, possible changes in
legislation or launch of a new competing product is
essential for the company to maintain and improve
its competitive position. A recent trend in
competitive intelligence is shifting from analystcentered competitive intelligence unit serving only
the top management into involving all employees
and in some cases even external partners, such as
suppliers or customers, to participate in competitive
intelligence activities (see e.g. [1], [2]).
Employees are seen not only as valuable
sources of competitive information but also having
an important role in refining that information.
When
information
regarding
competitive
environment is processed in employees’ head to
have a concrete meaning in the company’s context
it is simultaneously refined into more valuable and
usable form; competitive knowledge [3].
Companies aim to the best possible use of
competitive knowledge. There are many
mechanisms that aim to efficient knowledge
sharing within a company. Competitive intelligence
is an area where the smallest bits of knowledge
about the operations and plans of competitors
should be gathered together in order to construct a

good overall picture of the competitive
environment of a company. Knowing what kind of
knowledge is worth sharing within the company is
essential for the competitive intelligence process to
work efficiently.
When a company tries to protect the
competitive position it has, it is essential to keep
important knowledge inside the company.
Information security processes are built to prevent
information from leaking outside. What these
processes do not protect as easily is knowledge that
resides in the heads of employees. Empowering
employees to participate in competitive intelligence
efforts may provide the company with better
understanding about competitive issues, but it also
causes more risks for the company’s information
security. How people behave, what they discuss
and with whom should be planned and controlled,
at least to some extent, so that even the smallest
bits of knowledge that might be useful for
competitors are kept safe.
Sharing competitive intelligence and keeping
company knowledge secure are the two sides of the
same medal: important knowledge. The key for
success of both activities is the awareness of
employees about what knowledge is valuable to the
operations of a company. This paper draws on this
common factor to build a framework on how to
recognize important knowledge, and how to build
awareness of it.

Competitive intelligence
A company’s strategy and operations are based on
its view on the surrounding world. The view is
constructed on the understanding the company has
of its surroundings, what is going on and why.
Companies apply different kinds of intelligence
activities to provide decision makers information to
help them build a solid understanding of the
prevailing situation and what might be lying ahead.
Competitive intelligence is one approach for doing
this. Competitive intelligence is continuous
scanning of the environment, gathering and linking
bits and pieces of information and analyzing them
to provide insights to back up decisions that further
the company’s business goals [4], [5], [6]. Such
external issues as future economic situation,
competitors’ actions, customer needs and consumer
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trends, changes in legislation etc. are in the focus of
competitive intelligence.
Competitive intelligence can be described as
a process which, according to several authors (see
e.g. [7], [8], [9], [10], [11], [12]), typically consists
of the following phases:







identifying what information is needed in
the organization,
gathering information from multiple
sources according to the needs,
processing and analyzing information by
combining it with existing knowledge and
applying suitable analysis methods,
disseminating and sharing information in
form of analyses, presentations, reports etc.
and storing it in databases or other suitable
places, and
using the information to form decisions
that steer the organization towards its
goals.

The textbook example of how to do
competitive intelligence most efficiently, that has
been promoted for last decade, is a centralized,
professional and organized competitive intelligence
unit (see e.g. [13], [14], [2]). The unit usually
consists of a competitive intelligence manager and
analysts, whose responsibility it is to provide the
needed information to decision makers at the right
time in a suitable form. In other words, carrying out
the competitive intelligence process and serving the
needs of information users. Regardless of the
advantages of such an efficiently organized unit, it
does not suit every company and all situations.
Alternative approaches, such as competitive
intelligence networks, have started to gain more
attention in recent years. Some companies do very
well even without any organized competitive
intelligence gathering.
During the last few decades competitive
intelligence has evolved from informal and
tactically oriented data-gathering into formal
competitive intelligence units serving strategic
decision making as described above [14]. The next
evolutional step of competitive intelligence is that
it is no longer the prerogative of the top
management practiced by competitive intelligence
experts. Instead, competitive intelligence is
demystifying, decentralizing and shifting “from
serving the few to empowering the many” [2]. The
new stage of competitive intelligence emphasizes
the value and significance of human input in the
competitive intelligence process over information
systems and engages employees in the process.
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Employees as competitive knowledge assets
The sources of ccompetitive intelligence are
various: from personal human contacts to the
internet and data bases. The most used sources are
often the explicit ones, such as reports from a
database, news service feeds or consultant analyses,
because due to their definite form they are easier to
reach and utilize. Nevertheless the sources more
difficult to reach are often more advantageous and
human sources are especially valued (see e.g. [15],
[8], [16], [17]). For example, using a search engine
to find information from the Internet is cheap,
quick and brings abundant amount of answers
related to the used search terms. However, the
search results, though numerous, may not be very
accurate or useful in any way. In addition,
information obtained from a source available for
everyone, such as a public database, does not bring
much of an advantage to a company, because the
competitors can as easily get the same information
from the same source just as easily and fast.
Therefore unique sources that possess critical
knowledge are of great value.
A company’s own employees are important
competitive knowledge assets, and Collins [8] even
names them as the biggest intelligence asset of a
company. They may have interesting information
about competitors, customers and the market
situation and they can provide in depth
explanations and interpretations to information [16],
[18], [19]. This refines information into knowledge
that has more value to its holder and receiver. Vitt
et al. [12] note, that human input is the key
ingredient in creating knowledge, because
knowledge cannot be generated through mere
technology. Employees can therefore have a
valuable role in piecing together a puzzle that
reveals a clearer picture of what is going on in a
company’s business environment: they create and
posses competitive knowledge.
The best source of potential competitive
advantage is in knowledge that makes a difference,
and is obtained and acted upon before competitors
get their hands on it. A company has the best and
possibly exclusive access to its employees’
competitive knowledge. The employees can be
made aware of the company’s information needs
and thus harnessed to be active information
gatherers, interpreters and sharers.
Engaging employees in the competitive
intelligence process is recognized to be worthwhile,
even though not always an easy task. Fuld,
Bernhardt and Herring state that the potential of
employees as information sources has been
underutilized due to a lack of communication and
coordination [20]. Employees do not know that the
knowledge they possess might be of value to the
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company or there is no coordination or medium to
share knowledge to others in the company.
However, it must also be pointed out, that not
all knowledge employees have is relevant for
competitive intelligence purposes, and therefore it
is important to identify and communicate what kind
of knowledge is interesting and indispensable for
the company and should therefore be shared. On
the other hand, employees possessing so much
important knowledge to their own company can
also cause risks.

Knowledge security
Security as a state is often defined as a lack of
threat toward an object [21]. When an object is
physical in nature, the threats can be more easily
identified. A house can be threatened by a flood, or
trees falling down. Money transported from a
supermarket to the bank is threatened by robbers.
The threats that an immaterial object faces are
more difficult to recognize. Knowledge is highly
immaterial in nature, and thus it is difficult to name
all the threats toward it. Despite this difficulty,
knowledge, as an important asset to a company,
needs to be secured.
When planning the securing of an object it is
important to recognize all the threats that face it. At
this point discussion on what is a threat is essential.
A threat is the consequences of an unwanted event.
An example of a threat to knowledge is the
unveiling of a plan to publish a new product. This
threat can realize itself for example through casual
conversation in the wrong place or by an email sent
to the wrong recipient. One way to analyze and
compare threats is to assign a value to them. The
most informative way to do this is to estimate a
monetary value to the threat. In the case of physical
objects this is fairly straightforward: if a building is
damaged, the costs of repair can be estimated quite
accurately. In the case of immaterial objects such as
knowledge the task is not as easy. How much will
the company lose money, if a competitor can react
to a product launch early? What is the value of
product development knowledge? Even though the
task seems impossible, even crude monetary
estimates give something to work with (see e.g.
[22]).
The estimate of the size of the threat does not
usually provide enough information about the
threats in order to make decisions on what threats
to address and how. As all actions of a company,
also security needs to be reasoned and prioritized.
Therefore the concept of risk is more familiar to
many decision makers. Risk can be defined in a
simple formula:
Risk = threat * probability

Although the usefulness and reasonability of
the whole concept of risk can be challenged [23], it
is a useful tool when security investment decisions
are done and security measures planned. One way
to use the concept of risk is to calculate a monetary
risk value to every identified threat. In the case of
knowledge this leads to a crude estimate of
monetary consequence being multiplied by a crude
estimate of probability. As such, the risk figures are
not very trustworthy and provide little value to the
decision maker. A simpler way is to assess both the
probability and the monetary consequences in a
three-step scale as illustrated in Table 1.
Table 1. The risk matrix.

The risk matrix gives the security planner a
tool to assess different threats and to select which
ones to address first [24]. There are basically two
ways to lower a risk: by reducing the consequences
or by lowering the probability. In the case of
critical or high risks, both aspects need to be done.
How this is done depends on the threat and the
asset that needs to be protected.
As risk assessment tools can be helpful in
reasoning the security measures, they don’t provide
with the actual solutions to how to protect
important assets. When it comes to knowledge,
securing it can be as difficult as it is to assess the
risk facing it. Knowledge is immaterial, and mostly
bound to people. Thus securing knowledge requires
affecting the way people behave.
It is said that 80 % of information security
risks are caused by people [25]. As knowledge can
here be seen as a sub-section of information, it is
fairly safe to state that nearly every threat to
knowledge is caused by people. Human error has a
remarkably big role in these threats. From the risk
management perspective the consequences of
human error is hard to lower. Some technical
limitations for example to the kind and size of
documents allowed to be attached to emails can be
set. However, there is no technical way to limit the
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subjects an employee chooses to discuss for
example in a fair or seminar, nor to limit the places
he/she decides to take an important business call.
Awareness of threats by every employee is the only
way to affect both the consequences and the
probability of a threat.
Knowledge security as a concept refers to the
ability of a company to protect its intellectual
assets [26]. Key ways to protect knowledge are to
promote awareness of threats to knowledge, and to
limit the amount of people that have access to
critical knowledge. Not only need the employees
be aware of threats that face critical knowledge,
they need to be able to decide what knowledge is
critical, and what they are to do with it in different
situations.

Critical knowledge
Classifying critical knowledge
When the previous two sections of this paper are
examined, some similar characteristics can be seen.
Both competitive intelligence and knowledge
security efforts rely on the ability of employees to
recognize important knowledge, and act
accordingly. In knowledge security the necessary
action with critical knowledge is to keep it safe. In
competitive intelligence the necessary action is to
share this knowledge with the right people.
These similarities lead to a conclusion, that
both the fields of competitive intelligence and
security are to be considered when business critical
knowledge is handled in an organization. The big
challenge from both viewpoints is how to recognize
what knowledge is critical to the company.
The information a company considers critical
for its success varies depending on the company,
situation and context. The company’s game plan –
its strategy – also has an impact on the information
needs. If the aim is to be the market leader, the
company making the bold decisions and growing
by buying out competing companies, the need of
information concerning the production capability
and profitability of a competitor’s different
manufacturing sites is far greater than for a
company which lives by the rules of merely
keeping the status quo [27], [28]. In addition, in the
case of a highly competitive strategy the value of
getting critical information to use before others
increases. Therefore it is important to have access
to information assets that competitors do not have.
Hannula and Pirttimäki [29] have examined
business information needs in a form of a threedimensional cube. The dimensions are information
subject (internal-external), information source
(internal-external)
and
information
type
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(qualitative-quantitative). Using Hannula and
Pirttimäki’s [29] categorization of business
information a company’s information needs can be
conceptualized to better understand them. By
defining where in the cube the most critical
knowledge for the company is located it can be
more easily targeted, communicated and obtained.
Set in the cube of business information the
employees are internal sources of information, and
in the context of competitive intelligence, the
subject of information is external. The type of
information can be both qualitative and quantitative.
Classifying information and knowledge in
the context of security refers to defining who has
access to it. This classification needs to be done to
all information assets. Desouza and Vanapalli
emphasize that private organizations could learn
from the defense and intelligence organizations on
how to secure critical knowledge. However, they
begin from the phase when critical knowledge
documents have already been tagged with a
classification of top secret or classified. They pay
little attention to classification or identification of
knowledge that has not been documented. [30]
From the viewpoint of this paper the nondocumented knowledge is what is interesting. How
to classify it remains still an open question.
Data
or
information
classification
frameworks such as the one introduced by
Appleyard [31] can be of help when critical
knowledge is assessed. It is often suggested that
such classification schemes are kept simple, and
following this simplicity rule Appleyard suggests a
classification of important information into three
classes: public, internal use only, and company
confidential. [31] The rule being that the more
critical to business the information is, the higher
the classification class. When dealing with
knowledge, the challenge is to implement this
classification scheme into the minds of every
employee, because there is no-one else to tag the
knowledge they possess. Employee judgement
needs to be influenced in order to enforce correct
classification of critical knowledge.
Framework for recognizing critical knowledge
When combining the information classification
schemes and the risk matrix approach to find the
information assets that most need protection, the
following framework can be built. When
employees realize they have knowledge that they
feel could be of value to the company they can
assess the knowledge in the dimensions of
importance and awareness. The framework is
illustrated in Figure 1.
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Critical
Known by many

Critical
Known by few

Not critical
Known by many

Not critical
Known by few

HIGH

LOW

Amount of people aware of the knowledge

Figure 1. The framework for recognizing
important knowledge
The framework is constructed from two dimensions:
the importance that certain competitive knowledge
has to a company and how well this knowledge is
known. The more critical the knowledge and the
less people aware of it, the greater the potential of
the competitive advantage it may bring to a
company.
The competitive knowledge in the upper right
corner is the best source of competitive advantage
to a company. Its implications are crucial but at the
moment only few people are aware of it. This
information should be shared to the decision
makers that can act upon it and simultaneously it
has to be protected from spreading, so that
competitors will not get their hands on it.
Respectively the competitive knowledge
positioned in the lower left corner is not worth to
invest protective actions in. Knowledge that has got
no significant affect and is widely known is not
likely to be a source of competitive advantage. It is
good to note that the amount of people here is in
proportion to the number of employees working in
the company. If 10 people have the knowledge, in a
company of 1000 employees they are a few, but in
a company of 20 employees they are many.
A third dimension could be added to the
framework: the sources aware of information, and
whether they are internal or external. If the sources
are internal, i.e. employees, the competitive
knowledge they possess is not as easily obtained by
competitors. The value of knowledge increases
when the knowledge is critical, known by few and
those few are company’s own employees. This also
increases the need to protect that knowledge from
leaking outside the company. In the context of this

paper we focus on knowledge that is possessed by
the employees of a company. The security
perspective of this paper is not relevant to
knowledge that is outside the company, although
that source may be relevant from the competitive
intelligence perspective.
As such this framework works mainly to spot
critical bits of knowledge. The challenge in the
assessment is how to decide how important a bit of
information or knowledge is to the company. The
framework can be used both in the company level
and in the level of individual employees.
At the company level the framework can be
complemented with a set of questions to help
determine the importance of knowledge. The
questions can be for example:
- Is the knowledge important to top
management?
- Does it impact product or service
development and planning?
- Does
it
concern
customer
relationships?
If the answer to such questions is yes, the
importance to the company is high. The question
sets need to be made company specific, as it
heavily depends on the type of business what kind
of knowledge is of most value.
The dimension of amount of people aware
of the knowledge has meaning when considering
actions on whether a piece of knowledge should be
protected or not. If it is widely known inside a
company, chances are that it is widely known also
outside the company, and there is no need to protect.
Some knowledge however might be widely known
inside a company but still be of high importance.
The difficulty of positioning knowledge
that is known by few in the company is the judging
of importance. A rumor that a customer is planning
a new way of operations might not be of high
importance to a maintenance worker, but this same
bit of knowledge might be critical when combined
with other bits of knowledge about that customer of
the industry. So the worker who hears the rumor
needs to a) realize that the managers might need
that bit of knowledge, b) share it with the
appropriate persons, and c) not tell it to anyone else.
In the employee level the framework can thus be
utilized as a tool for awareness training.
How to act with critical competitive knowledge
Critical competitive knowledge can be secured in
the company when it has been recognized as
critical. The above described framework can be
used to structure the training and awareness
programs inside companies. Once employees
recognize that what they know can be characterized
as critical competitive knowledge they can act
accordingly.
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What to do with critical knowledge
depends on the type of knowledge in question. If
the knowledge is known by many, the key is to
emphasize the meaning of that knowledge to the
company so that employees are aware of its
importance. The knowledge about a major
customer’s products may not create competitive
advantage, but it still is critical in the sense that it
cannot leak outside the company, or the company
will lose the customer and possibly suffer other
consequences too.
When a bit of knowledge is known only
by a few employees, and is of high importance to
the company the awareness of who to share that
knowledge with becomes essential. The training
offered in the company needs to emphasize the
kinds of knowledge that the executives use to make
decisions, so that employees recognize it. The
question sets described in the previous section can
be useful in awareness training.
An ideal situation for a company would be
that a company has most of its knowledge in the
top right and bottom left corners of the framework.
That would mean that business critical knowledge
would be known only by a limited amount of
people and that all other knowledge would be
widely spread in the company. Since such a
situation is very difficult to reach, the security and
intelligence functions aim to build awareness into
the company so that critical knowledge, even if
widely known is kept safe. Also knowledge that is
not widely known should be reasonably shared so
that potentially critical knowledge is spotted and
useful knowledge is put into wider use.

Conclusions and implications for
further work
This paper has discussed the importance of
employee awareness of critical knowledge and the
perspectives of both security and intelligence to
that knowledge. Knowledge security works toward
securing important knowledge assets, where as
competitive intelligence aims to the efficient
sharing of them. At first glance these two seem
opposite approaches to the same issue. However, a
lot of similarity can be seen in these approaches.
Sharing knowledge or even articulating the
need for a certain kind of knowledge does not have
mere positive effects but poses also risks.
Sometimes revealing a need can also reveal
strategic information that might do the company a
lot of harm if ended up in public. Sharing
knowledge has risks, and some knowledge should
not be shared even inside the company other than
on a need-to-know basis. Employees need to be
aware of executive knowledge needs so that when
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they come across a bit of knowledge that they feel
is of importance, they know what to do. Sometimes
it may be only after the decision has already been
made that employees can be told what the meaning
of the knowledge was, but to the benefit of future
situations it should be done.
The process of securing knowledge can
create risks also from the employee satisfaction
perspective. If employees are not allowed to openly
discuss company issues, and are not told how
executives use the knowledge they are provided
with, it can cause dissatisfaction. The framework
introduced in this paper works as a means of
communicating both the competitive knowledge
and knowledge security perspectives of knowledge
to employees.
Further analysis of this framework could be
done by testing it in actual companies and refining
the question sets complementing the framework.
The perspective of competitive intelligence would
also suggest the dimension of persons outside the
company being added to the framework.
An interesting question to be discussed
further is how companies can choose a method of
efficient knowledge sharing that is both secure and
adequately supports the competitive knowledge
needs in the company. This brings also the
perspective of knowledge management to this
already interdisciplinary framework.
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